
 

Identity Theft and Scams Decision Tree 
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  Ask client can you and if safe to follow-up in one week 

 Ask client can you and if safe to follow-up in one week 
 

 

 

 

 

 

 

 

 

Do you suspect an older adult/client is the victim of identity theft, 

scams, or financial exploitation? 

NO 

Is the client willing to 

discuss with you? 

YES NO 

YES 

Does client appear to 

be competent? 

Contact  
APS for 
competency 
evaluation 

and follow up 

Help client 
connect with 
local and 
national 
resources as 

needed 

NO 

YES 

YES 

NO 

YES 

Does the client 
want services? 

Create a plan with client 
including: 

 Help client report (LE, 
FTC) 

 Place fraud alert or 
credit freeze 

 Close compromised 
accounts  

 Review credit reports 
and correct errors 

 Report to agencies as 
needed (ie IRS, social 
security, financial 
institutions, medical 
providers) 

 Respond with 
compassion and 
respect 

 Help client set 
realistic expectations 

 Make referrals as 
needed 

 Provide resources 

Are you concerned 
about client’s 

imminent safety? 

With client, contact LE, 
APS, SJFS and/or Vera 
House 

 Call 911 if client is in 
immediate danger or a 
crime has been 
committed and client 
wishes to report 

 Call APS or Vera 
House for safety 
planning and/or safe 
shelter 

 Call APS if further 
investigation is 
requested 

 Call SJFS and/or Vera 
House for advocacy, 
counseling or other 
referrals 
 

Ask client if 
safe to follow 
up in one 

week 

APS – Adult Protective Services  LE – Law Enforcement  
FTC- Federal Trade Commission  SJFS – Syracuse Jewish Family Service 
 

 



 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
CREDIT REPORTING AGENCIES: 

 Equifax: 1-800-525-6285 or www.equifax.com 

 Experian: 1-888-397-3742 or www.experian.com 

 TransUnion: 1-800-680-7289 or www.transunion.com 

 Annual Credit Report: 1-877-322-8228 or www.annualcreditreport.com 

 
LIMITING CONTACT: 

 Do Not Call Registry: 1-888-382-1222 or www.donotcall.gov 

 Opt out of credit card offers: 1-888- 567-8688 or www.optoutprescreen.com 

 Robo-call blocking:  www.nomorobo.com 
 
LOCAL RESOURCES: 

 Adult Protective Services: 315-435-2815 or www.ongov.net/aps 

 Office for Aging: 315-435-2362 or www.ongov.net/aging  

 Syracuse Jewish Family Service: 315-446-9111 or www.sjfs.org 

 Syracuse Regional Attorney General’s Office: 315-448-4848 or 
www.ag.ny.gov/syracuse-regional-office 

 Vera House: 315-468-3260 or www.verahouse.org 
 
NATIONAL RESOURCES: 

 Cybercrime Support Network: www.fraudsupport.org 

 Identity Theft Resource Center: 1-888-400-5530 or www.idtheftcenter.org 

 Federal Trade Commission: 1-877-438-4338 or www.ftc.gov 

 
 

This Decision Tree was produced by the OCEITC under award #2016-XV-GX-K004, awarded by the Office for Victims of Crime, Office of Justice 
Programs, U.S. Department of Justice. The opinions, findings, and conclusions or recommendations expressed in this Decision Tree are those of 
the contributors and do not necessarily represent the official position or policies of the U.S. Department of Justice.  

Educate client about identity theft, scams, and financial exploitation. Facilitate 
referrals as needed. Consider: 

 Law Enforcement: if crime was committed and client wishes to report. 

 Adult Protective Services: further investigation, community supports, 
guardianship. 

 Doctor: physical, cognitive, or mental health concerns. 

 Attorney: evictions, Power of Attorney, etc.  

 Vera House: advocacy, counseling, referrals, after-hours and weekend 
support.  

 Syracuse Jewish Family Service: counseling and advocacy if cognitive 
concerns. 

 Office for Aging: community resources. 

 Maintain contact and supportive relationship with client if client agrees. 
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